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Legal Overview
Karl Blom (Webber Wentzel)



All WW presentations 

should start with a white 

title slide with larger, full 

[Do not confuse these 

with  divider slides which 

This presentation 

template 

is designed primarily for 

screen purposes. 

We don't recommend 

using full colour slides if 

Important Legal Notice: The information in this document is provided for general information only. It is not legal or other professional advice.
While we have taken reasonable steps to ensure it is accurate, Webber Wentzel accepts no liability or responsibility, to the extent allowed by law, if
any information is, for any reason, incorrect or corrupted; or for any loss or damage that may arise from reliance on information in this document.

8 October 2020

Prepared by: Karl Blom 

COVID 19 – Workplace Screening
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Calibri font is standard 

Body text is a minimum of 

Ensure copyright information is updated 

when repurposing slides. When inserted 

into the Master, the copyright information 

will automatically be populated on all 

• Directions apply to employers and workers in workplaces except for workplaces in which another Minister has 
issued a direction under the Regulations dealing with health and safety of employees 

• Subject to the employer's obligation under the OHSA to conduct a risk assessment, employers with less than 10 
employees need only to apply the reduced measures set out the direction

• Employers must conduct daily screenings of employees, clients, contractors and visitors to the workplace 

APPLICATION

© 2019
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Every employer must establish the following administrative measures:-

• If the employer employs more than 50 employees, that employer must submit a record of its risk assessment, 
together with a written policy concerning the protection of the health and safety of its employees from COVID-
19, as contemplated in section 7(1) of the OHSA to-

− its health and safety committee established in terms of section 19 of the OHSA; and

− the Department of Employment and Labour within 21 days of the commencement of this Direction;

• It must require employees to disclose whether they have any of the health issues  comorbidities or conditions 
contemplated in the definition of vulnerable employees and thereafter take special measures to mitigate the risk 
of COVID -19 for those employees in accordance with the Department of Health's Guidelines to facilitate their 
safe return to work or their working from home; 

• It must notify its employees that, if they are sick or have symptoms associated with COVID-19, that they must 
not come to work and must take paid sick leave in terms of section 22 of the BCEA;

ADMINISTRATIVE MEASURES

© 2019
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• If a worker has been diagnosed with COVID-19, it must-

− inform the National Institute for Occupational Health in accordance with the National Department of Health 
Guidelines either directly or through an employers' association;

− inform the Compensation Commissioner in accordance with the Directive on Compensation for Workplace-
acquired Novel Corona Virus Disease (COVID-19);

− investigate the mode of exposure, including any control failure, and review its risk assessment to ensure that 
the necessary controls and PPE requirements are in place;

− determine the need to temporarily close the affected work area for decontamination using an incident -based 
risk assessment with due regard to the Department of Health's Guidelines after consultation with the health 
and safety committee, if there is one, or with a health and safety representative; and

− give administrative support to any contact-tracing measures implemented by the Department of Health

ADMINISTRATIVE MEASURES

© 2019
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An employer who employs more than 50 employees in a workplace –

• Must submit the following categories of data to the National Institute for Occupational Health in the manner set 
out in the National Department of Health Guidelines:

(i) Each employee's vulnerability status for serious outcomes of a COVID -19 infection;

(ii) details of the COVID -19 screening of employees who are symptomatic;

(iii) details of employees who test positive in terms of a positive laboratory test for the COVID -19 virus12;

(iv) the number of employees identified as high risk contacts within the workplace if a worker has been 
confirmed as being positive;

(v) details on the post -infection outcomes of those testing positive, including the return to work assessment 
outcome

• Must submit this data 

− once in respect of each employee's status contemplated in sub-para (i);

− as soon as possible before Tuesday of each week in respect of the data referred to in sub -paras (ii) to (v) for 
the previous calendar week commencing on Sunday;

ADMINISTRATIVE MEASURES

© 2019
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• Must inform its employees of the submission made and advise them of its adherence to the Protection of 
Personal Information Act, 2013 (Act No.4 of 2013); 

• May submit that data to an employer association if the association has-

− entered into an agreement with the National Institute for Occupational Health to receive, process and submit 
the data to the Institute; and

− undertaken to submit the data on behalf of the employer.

ADMINISTRATIVE MEASURES

© 2019
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Technical Overview
COVID-19 Occupational Health Surveillance System (OHSS)
for South African Workplaces

Dr Nisha Naicker (NIOH)/ Dr Jabu Mtsweni (CSIR)



COVID-19 Occupational 

Health Surveillance 

System (OHSS) for 

South African 

Workplaces

06 October 2020

OHSS Data Submission 



Introduction

There is a lack of adequate data on the impact of COVID-19 on the various business sectors in South 
Africa.

The data collection and reporting process for employers is currently not co-ordinated or fully 
implemented.

Thus the Occupational Health Surveillance System was created with the following objectives:

• Develop a framework for a COVID-19 surveillance model for monitoring workers in various economic sectors, both in the public
and private sectors.

• Early identification of sectors/companies and occupational groups at high risk of infection so as to inform appropriate
interventions (e.g. policy, programs, resources).

• Evaluate the impact of the COVID-19 interventions in the workplace.

• Determine the human resource and economic impact of COVID-19 on the various sectors.

• To provide regular updates on the trajectory of the pandemic in various economic sectors nationally.

• Identification of key scientific questions requiring further investigation.



The Occupational Health Surveillance System 

(OHSS) 

Partners in this initiative include the National Institute of 

Occupational Health (NIOH), the National Institute for Communicable 

Diseases (NICD), Centre for Industrial Research (CSIR), Business for 

South Africa (B4SA) and occupational medicine specialists from 

several Universities, together with several major private sector 

corporations. 

The data collected will be used to monitor trends in the disease, 

identify workplace risk factors and design effective intervention 

strategies.

Data will be stored in the OHSS data lake at the NIOH.

Private Sector Private Sector 



NIOH 

NIOH is recognised internationally for excellence in research, services and training to support occupational health services 

not only in South Africa but also in Southern Africa through its extensive outreach activities and collaborations.

• Provides an advisory role to government, trade unions, employers and health care professionals in the field of 

Occupational Health.

• Multidisciplinary teaching and training in occupational health to develop professionals and provide access to training. 

• There are reference and specialised laboratories for analytical chemistry, toxicology, electron microscopy, immunology, 

microbiology and occupational hygiene services, so providing a wide range of analytical, measurement and national 

quality assurance capacity.

• NIOH co-ordinates ongoing sentinel occupational risk and disease surveillance and the development of reliable 

occupational health indicators.

• In the context of governance of the OH Data and Surveillance System, the NIOH prioritizes the protection of all workers. 

Part of this process involves using occupational health surveillance data to evaluate the occupational health experiences 

of workers nationally and to produce meaningful analyses to support planning and future preparedness. 



The delivery team is backed by a sound governance structure
Resourcing

Steering 

Committee 

Government (NDoH, 

NIOH and NICD)

Business (B4SA) and 

Labour
Representatives)

Representatives from 

the Scientific
Committee

Representatives from 

the Data 

Management and 

Processing Technical 

Committee.

Data Management 

Committee 

NIOH

CSIR

Business
Experts 

Scientific 

Committee 

Responsibility ensuring the 

scientific validity of the 

data being collected, the data 

quality, its routine reporting, 

and formulating research
questions

Sponsor & Owner



• Private sector businesses 

• Public sector 

• NICD - NMC and sentinel 

hospital admissions database 

(DATCOV)

• NHLS laboratory testing data

• Private laboratory testing 

data

• Compensation Fund

• National Department of 

Health

• Department of Employment 

and Labour

• Mining Sector 

Storage & Analytics Data Sources Data Sets Outcomes 

Vulnerability assessment data

Symptom screening data

Positive case data

Return to work data

• Summary of COVID-19 

indicators per industry

• Identification of high-risk 

employees 

• Identification of high-risk areas 

(Geographically)

• Identification of high-risk 

industries and occupations

• Identification or probability of 

work-related outbreaks

• NIOH data lake

• Anonymised

The OHS system will consolidate data from various sources and process this data to achieve a set of key 

outcomes



Confidentiality

• Data in the data lake will be anonymised and any identifying 
information removed after a period of 6 weeks.

• All OHSS data collected by NIOH will be securely stored and processed 
in the NIOH data centre. 

• All systems used for data collection, storage, and processes will be 
assessed on regular basis (every month) for any security 
vulnerabilities.



Revised categories of data to be submitted

Vulnerability assessments

• Once off data submission

EmployeeID

BusinessID

Province 

District

Sex (Male/Female)

Age (Years)

Job Category
Vulnerability Status Yes/No

If yes answer below:
Comorbidity Detail:

Asthma                                   

Chronic Lung Disease                                                     

Diabetes 

Hypertension, 

Serious heart conditions                                                     

Chronic kidney disease 

Chronic  liver disease 

Immunocompromised 

Tuberculosis previous 

Tuberculosis current 

HIV 

Yes/No/Unknown Risk Factors:

Age=>60 years

Smoking current

Pregnancy => 28 

weeks

Obesity 

FLU Vaccine 

received 

Yes/No/Unknown

Yes/No/Unknown



Screening data

Collected daily from employees but submitted weekly to OHSS
BusinessID

Consent

Employee ID

Screening Date

Employee Age

Employee Gender

Job Category

Province

District

Symptoms Status Yes/ No

If yes: (Submitted if available)

Fever

Chills

Dry Cough

Sore Throat

Shortness of Breath

Tiredness

Lack of smell or taste

Conjunctivitis (Red Eyes)

Diarrhoea

Muscle pains

Nausea or vomiting

Dizziness

Headache

Screening Outcome- No action required

Referred for self-isolation

Referred for testing

Referred to the doctor



Positive test case data
Submitted when there is a positive case

EmployeeID
BusinessID
Province
District
Sex (Male/Female)
Age
Job Category
Test Date
Test Type Unknown

PCR
Antigen
Antibody

Symptoms Positive Yes/No
Number of High Risk Contact/s
Vulnerability Status Yes/No
Test Result Action Sick Leave

Self-Isolation at home

Isolation at quarantine site

Hospitalisation
Exposure Information Unknown

Work contacts

Community contacts

Family contacts

Large events contacts

Travel history from a designated hotspot

Public transport
Reporting Actioned Reported to Department of Employment and Labour

Reported to COIDA

Reported to DMRE



Return to work data
Submitted when employee returns to work

EmployeeID

BusinessID

Province

District

Sex (Male/Female)

Age (Years)

Job Category

Hospitalisation Yes/No      

Date Admission (If hospitalised) Date

Outcome         Discharge

Death

Outcome Date Date 

Return to Work Date Date
Return To Work Fitness Fit for Job Description

Fit with Accommodation

Fit with restrictions

Temporarily unfit for Job 

Unfit for review

Permanently Unfit

Compensation Claim Yes/No
% Disablement %__

Unknown

COID Claim Reference No 000000 (if not known)



Occupational Surveillance System Business Registration: Workflow 

This is a workflow for registering a business for submitting the COVID-19 OHS to NIOH or CMORE (CSIR)

Business contact accesses 
portal to register 

electronically

Business name
Business industry 
Business address
Business province
Business district
Employee numbers
Female employees
Male employees
Business contact
Contact email
NDA Signed
Sector affiliation
Submission Option:
| CSV via Next Cloud
| API Integration
| CMORE platform submission 

The following details are 
provided in the portal

Project Coordinator 
(PC) receives alert that 

new business 
registered

PC verifies and 
confirms registration 

details

PC alerts System 
Administrator (SA) that 

registration is done

SA generates a Unique 
Universal Identifier (UUID)
e.g. 181fa4fd-d275-43f8-

8f0b-235feaa579c4

Submission 
Option?

Next Cloud

API Integration

CMORE

SA generates business 
authentication details for the API 

Integration

PC sends API integration to Business 
contact email (username via e-mail 

and password via mobile)

Automatic data 
submission can 
commence

SA creates the Next Cloud authentication 
details and directory for the business using 

UUID 

PC sends credentials to business 
(username via e-mail and password 

via mobile)

Manual data submission using 
CSV via Cloud  can commence

SA creates the Next Cloud 
directory for the CMORE 

export (once)

PC sends UUID to CMORE including 
business name, business email contact 
for credentials registration on CMORE

CMORE data 
submission can 
commence

CMORE SA creates business 
credentials 

CMORE SA  sends credentials to 
business including link

Note:

• Data flow after registration 
covered by a separate process:

• Next Cloud to Data Lake 
• CMORE to  Next Cloud

https://ohss.nioh.ac.za



The data from multiple surveillance systems in the Public and Private sector is used to monitor trends in the disease, identify workplace risk factors and 
design effective intervention strategies.

The National Institute for Occupational Health (NIOH) together with the National Department of Health (NDoH) and the Council for Scientific and Industrial 
Research (CSIR) have embarked on a Occupational Health Surveillance (OHS) Project that is essential in planning, implementing and evaluating workplace 
interventions. 

A Digital Occupational Health Surveillance System (OHSS) is currently being piloted

The system has been piloted over the past two weeks. Over 59 businesses with total employees of 55k have registered and over 700k 
screening data points have been submitted by September 2020.
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High-level Architecture for OHSS
Organizations with no tools
✓ Manual Submissions (Next 

Cloud)
✓ CSIR CMORE

Organizations with tools
✓ API integration
✓ Next Cloud integration

Data Lake
✓ Database  (SQLServer)
✓ Automated Extraction 
✓ API Integration

Data Analytics and 
Visualization
✓ Google Studio Dashboards
✓ Descriptive Analytics
✓ Integration with external 

data sources



Occupational Surveillance System Business Registration: Web Portal (see: https://ohss.nioh.ac.za/Register)

The businesses registers via a web portal where all the required details for the organisation can be submitted.
Once a business has been approved by NIOH for data submission, they will receive login credentials to use the system of the 
choice for submission (semi-manual, API integration or CMORE)

1. Business will choose a preferred 
option for data submission (3 options 
available)

2. Username and password will be sent 
to the contact person in the 
organization via SMS or WhatsApp

3. Submissions preferred weekly

https://ohss.nioh.ac.za/Register


Next Cloud for Manual Submissions)

Click + Icon to upload
& Upload File

Occupational Surveillance System: Next Cloud 

1. Username and password including unique keys for API 
integration will be shared with the technical team of the 
organization 

2. Weekly submissions preferred

Navigate to https://nxtshare.nicd.ac.za on your preferred browser 

1

2

3

https://nxtshare.nicd.ac.za/


Cmore Web app

1. To enter a data record
1. Tap on New Event 
2. Select the appropriate tag

2. Once all data populated, submit 
the record to the Cmore server by 
clicking Create Event.

3. Records with a position will display 
on the map.

4. Records without a position will not 
be visible on the map, but could be 
viewed under Event View.

5. Operators will only see data they 
submitted, not that from other 
operators

6. CSIR will manage records to ensure 
maximum resources available for 
record submission.

(1.1)

(1.2)



Cmore Mobile app

1. Install Cmore Mobile app from Google Play Store 
https://play.google.com/store/apps/details?id=csir.cmore.adapter&hl=en

2. When logging in first time, select the Dmore CHPC server by tapping Cmore 
Africa 

3. Allow app access requests and usage tracking
4. User credentials will be made available via email or otherwise (when bulk 

registration is used)
5. Tap on a tag short cut to enter a data record
6. Enter the data and tap save to submit the record to the Cmore server

https://play.google.com/store/apps/details?id=csir.cmore.adapter&hl=en


Occupational Surveillance System: API Integration  (business with own tools)

API Integration End Points

1. Username and password including 
unique keys for API integration will 
be shared with the technical team of 
the organization 

2. Daily or Weekly submission preferred



Data Privacy and Security

1. Data privacy, confidentiality and security is the cornerstone of all the digital data submission options

2. All businesses are identified through Unique Business IDs

3. All businesses submit data to their own workspace (no sharing of data and workspace)

4. API data submission via encrypted channels

5. Data is stored in a secure Data Lake (NIOH)

6. No personal data is being processed by the tools (except email addresses)



Occupational Surveillance System: Visualization and Analytics (Summary)

Once data has been received, it is cleaned and analyzed according to various factors of interest. The results are visualized using Google Studio embedded within 
the NIOH OHSS Web Portal. The portal uses other COVID-19 public available data source. The interactive dashboard can be made available to businesses.



Occupational Surveillance System: Visualization and Analytics (Business Registration)

Once data has been received, it is cleaned and analyzed according to various factors of interest. The results are visualized using Google Studio embedded within 
the NIOH OHSS Web Portal. The portal uses other COVID-19 public available data source. The interactive dashboard can be made available to businesses.



Thank You

Email: OHSworkplace@nioh.ac.za
Web Portal: https://ohss.nioh.ac.za

mailto:OHSworkplace@nioh.ac.za
https://ohss.nioh.ac.za/
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Covid Connect & Covid Alert
Guarang Tanna (NDoH)



CovidConnect and COVIDAlert SA

OHS 

8 October 2020

Gaurang Tanna

CovidAlert Lead

National DoH

Maria Carpenter

CovidAlert Build lead

Discovery Health

Saul Musker

PMO

Presidency
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• To combat COVID-19 and break the chain of transmission, we must be able to 

quickly detect positive cases, isolate positive cases and quarantine 

contacts, especially as many will not experience or display symptoms.

• As restrictions ease, we need to guard against the risk of a resurgence. 

• We have two modalities implemented to improve the effectiveness of contact 

tracing:

– CovidConnect: WhatsApp based service

– CovidAlert: Bluetooth-enabled contact tracing app to improve the contact tracing 

process

• COVID Alert SA is a world class app, with the power to save lives.

• We all need to play our part in preventing the spread of the virus, to protect 

ourselves, our families and our communities.

Introduction  
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Global experience with digital contact tracing

• Contact tracing is an essential and 

integral part of containing COVID-19 

at a population level, but also in 

institutions, businesses

• Contact tracing is MORE important 

as we approach the ‘second wave’

• Multi-modal contact tracing is 

recommended
– WHO and GOARN advise that digital 

methods be used alongside manual 

methods

• Many countries have introduced 

digital contact tracing applications. 
– The more people use them, the more 

control of COVID-19 can be achieved

Vietnamese contact tracing programmes

Owusu PN. Digital technology applications for contact tracing: 
the new promise for COVID-19 and beyond?. Glob Health Res 
Policy. 2020;5:36. Published 2020 Aug 3. doi:10.1186/s41256-
020-00164-1



39

COVIDConnect is the official suite of services from the 
NDoH to enhance the ability for all South Africans to stop 

the chain of transmission of COVID-19. 

Phone calls 

and/or home 

visits

• Easy to download and use

• Data privacy and anonymity 

protected

Manual contact 

tracing   

Automated        
(alerting derived contacts)

WhatsApp 

“Results” / “Monitor” 

/ “contacts” to

082 046 8553

WhatsApp “Check” 

to 0600 123 456

Digital      

(alerting known contacts)

contacts

COVIDConnect is 

available via WhatsApp. 

COVID Alert uses Bluetooth 

technology to notify anyone using 

the app of potential exposure to 

COVID-19, 

Digital methods to augment manual contact tracking 
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Call from the President: CovidAlert is an additional prevention measure, and 
request for all South Africans to Download the App
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Covid Alert: How-to Video

YouTube Link:

https://youtu.be/cFLJRr1Dr7k

https://youtu.be/cFLJRr1Dr7k
https://youtu.be/cFLJRr1Dr7k
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• COVID Alert SA is a privacy protecting app.

– It does not collect your personal information or track your location. 

– The App uses Bluetooth and not GPS to anonymously identify when two 

users have been in proximity.

– The app has been subject to thorough review by Apple and Google to meet 

the strict requirements of the API.

How is privacy protected by CovidAlert?
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•CovidAlert Launch Video:

https://youtu.be/l9RK_obX9ws

•CovidAlert Explainer Video:

https://youtu.be/XBSdMcruJC0

•CovidAlert How-To Video:

https://youtu.be/cFLJRr1Dr7k

YouTube links to videos

https://youtu.be/l9RK_obX9ws
https://youtu.be/XBSdMcruJC0
https://youtu.be/cFLJRr1Dr7k


Key messages

It is completely 

anonymous. Users 

privacy is 

protected. 

The power is in 

your hands. We 

are in this 

together.

To open up the 

economy, we need 

to stop the spread 

of the coronavirus.

Primary message… Supporting messages…

Add your phone to 

the fight. Help stop 

the spread and 

save lives. 

Download COVID 

Alert SA. 

#COVIDAlertSA
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A public private partnership… 
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You can support the widespread adoption and effectiveness of 

this tool in the following ways:

1. Place A2 posters at the entrance at work places, retail stores, 

restaurants, shopping malls and other public spaces with a high risk of 

exposure

2. Encourage your employees to use the app and contribute to a safer 

workplace, especially for customer-facing staff who are exposed 

frequently

3. Create a deep link to COVID Alert South Africa in your own app to 

encourage users to download it easily

4. Share our digital assets on your own social media channels, and 

mobilise your influencers to support the national campaign

Our request
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• We are targeting 10m downloads. 

– We have just around 600 000 downloads to date. 

– If we can get additional 50 000 people to download the app and they ask two other people to 

download, and repeat the referral, then 10m downloads could be achieved in just over a week.

• Individuals and businesses have nothing to lose, and only to gain. 

– It will only cost 3mb to download, ongoing use is free on all mobile networks. 

– As lockdowns ease, there will be many more people visiting public places (banks, 

supermarkets, taxis, restaurants, cinemas, etc) which requires a tool to derive close contacts, 

facilitate anonymised communication between positives and their close contacts

– Helps prevent resurgence / ‘second wave’ of infections, and by implication mitigate the need 

to implement further lockdowns. 

• We have developed a tool kit; and can provide all the digital collateral to help drive 

adoption at your workplaces, and your partners/stakeholders.

– We need your support with extensive marketing to drive adoption

– We’re busy developing guidelines on how the collateral may be co-branded by corporates

– Flight messages on your social media platforms (Facebook, Twitter, etc) to make Covid Alert 

South Africa visible to employees of your members and their stakeholders.

Conclusion
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Thank you! Questions?

#AlertMe #StaySafe

“Use the COVID Alert SA app to protect yourself, your 
loved ones and your community. Start using this privacy 

preserving app today. Add your phone to the fight! 
Download CovidAlert SA Now! http://onelink.to/x77vn7”

http://onelink.to/x77vn7
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Q&A


